CDX-IPH303 -VolP User Manual V1.3

IP Phone User Manual

This Manual provides basic information on how to install and connect IPH303 IP
Phone to the network. It also includes features and functions of IPH303 IP phone

components, and how to use them.
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Thank you for your purchase of our products ---- CDX-IPH303 enterprise-class
IP phones. You make an excellent choice; we hope you will fully enjoy all the
features of the product.

CDX-IPH303 is a highly innovative enterprise IP telephone, to provide you the
plenty of features and beautiful sound quality. Products fully comply with the
SIP protocol standard, and Interconnection with the majority of SIP
interoperability of hardware and software equipment of the market.

The content of this manual is subject to change without prior notice.

1 Safety Instructions

Warning:

Read the safety precautions and the user guide before use.

Explain their contents and the potential hazard associated with using the
telephone to your children.

Liquids of any kind
Don’t expose your phone to water, rain, extreme humidity, sweat,

or other moisture.

) ©

Dust and dirt
a0 Don’t expose your phone to dust, dirt, sand, food, or other
inappropriate materials.

Extreme heat or cold
Avoid temperatures below -10°C/14°F or above 45°C/113°F.

Cleaning solutions
To clean your phone, use only a dry soft cloth.
Don’t use alcohol or other cleaning solutions.

Microwaves

Don't try to dry your phone in a microwave oven.

® 6 &«



CDX-IPH303-VolP User Manual V1.3

» The ground
Q’ Don’t drop your phone.

Safety Standards

CDX-IPH303 follows various safety standards, including FCC / CE. The
power adapter of product follows the UL standard, the phone can only be
used the power adaptor provided by inner packaging, the damage caused
due to the use of other power adapter, which does not belong to the scope
of quality assurance of the manufacturer.
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2 Before Getting Started

Before you can connect CDX-IPH303 to the network and use it, you must
have a high-speed Internet connection installed. A high-speed connection
includes such environments as DSL, cable modem, and a leased line.
CDX-IPH303 IP phone is a stand-alone device, which requires no PC to
make Internet calls. CDX-IPH303 IP is fully compatible with SIP and 1AX2
industry standard and can interoperate with many other SIP or IAX2
compliant devices and software in market.

3 Package contents

CDX-IPH303 IP phone base unit.
Handset

Coiled handset connecting cord
One Straight Ethernet cable

One Power supply

User guide

2 wall mount bracket

1 table bracket
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4 SPEC and Features

4.1 Hardware Spec

32-bit 150MHz MIPS CPU

16-bit 100MHz DSP

4MB flash memory

16MB SDARM

128x64 pixel graphic LCD with backlight
34 KEYS, 1 LED

WAN: 10/100M RJ45

LAN: 10/100M RJ45

RJ9 Headset Jack(option)

2.5MM earphone Jack(option)

4.2 DSP Spec

G.711A/u, G.723.1 (5.3k/6.3k) , G.729a/b,G.722,G726
G.168 echo cancel

Full duplex hand-free

VAD (Voice Activity Detection)

CNG (Comfortable Noise Generation)

AEC (Acoustic Echo Cancellation)

Adaptive voice jitter buffer

Codec negotiation supported for fixed and dynamic

4.3 Software feature

I Languages: English

I RFC Protocol Edition: RFC3261 and RFC2543

I Compatible with all major SIP Servers: Cisco, Osip, Vocal, ser, Partysip,
Simens, Grandstream, etc.

1  Server authentication mode: none, basic, MD5

I Peerto Peer SIP call

1 Line 1/ Line 2. can support two different SIP servers.
8
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DTMF Mode: RFC2833, RELAY, SIP INFO

DNS name of SIP server

SIP signaling port setting

NAT traverse, STUN

NAT traverse, SIP Express router

Flexible Dial Map: Fix length; End with #; Dial with time out
9 Kinds of ringer able select by number of Phone Box and 2 kinds of
ringer user defined

Speakerphone

Headset

Dial Map Table

5 Speed dial key.

Black list for reject authenticated call

Reject incoming call

Limit dialing out No. list

No Disturb

Caller ID display

Call forward, call transfer, call hold, call waiting

Call forward with unconditional, busy and no answer

3 party conference

50 entries each for dialed call, received call and missed call

4.5 Networking Standards

WANY/LAN port with Router or Bridge Mode
NAT ALG

PPPoE for xDSL, automatically keep alive
DHCP Client on WAN

DHCP server on LAN

DNS client with 2 servers IP

SNTP

RTP: RFC3550

802.1P QOS
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4.6 Others

Boot Monitor

Upgrade firmware through POST mode

Keyboard Configuration

HTTP Web-Based Configuration

FTP, TFTP upgrade firmware «

WEB upgrade firmware

FTP, TFTP, HTTP upload/download configuration file

4.7 Physical & Environmental

Desktop / Wall mounting

Power Input: 100 to 240 ACV / 50/60Hz Output:7.5 DCV
Dimensions: 210 x 170 x 130 mm

Weight: 680 g (main unit)

Operating Temperature: 0°to +40°C (32°to +104°F)
Storage Temperature:-20°to +70°C (-40°to +158°F)
Humidity: 5% -95% non-condensing

5 Installation

Use the cable for Internet connection; connect the ‘WAN’ port of
CDX-IPH303 to router. Get the cable from box and connect the LAN port of
phone to your PC. Connect the power adapter in the box to ‘DC’. Then start
your phone.

10
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Power Jack 7.5V DC power connected port
10/200Mbps RJ-45 PC connected
LAN
port
10/200Mbps RJ-45 Ethernet
WAN
connected port
Q RJ9 Headset Jack
= Handset Jack

Desktop installation:

Wall installation
This phone can be installed on the wall, the back of base has two wall
-mounted ports:

(i
' &

To install the phone on the wall, put two pothooks on the wall, hang the wall
port of the phone back on the wall. The two supporting frames will balance
the bottom of the phone and place it to the wall

11
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OFF ON

Use the handset, pull out the wall-mounted label (extension of the down)
from the handset bracket, rotate the wall label and then insert to
wall-mounted label slot, caught by the extension of the handset.

6 General Appearance

6.1 LCD Display

//Dame and Time

Jan 012009 10:05 Am

| _Non register

ﬂl I, |

2514 ——— |
/% 5303

Registered

IP:192:168:80:123

e
Calllog RN Memo | IP acidress

>

i x)

12
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LCD illustration

Definitions

Call forwarding enabled

¢ up
2 el Call on hold
3 Connected call

e
4 = Incoming call

Y
5 = Conference call active
6 - Conference call on hold

=
7 ﬁ Conference call disabled
8 2 Outgoing call
9 H Outgoing call not completed
10 ¢ Transferring a call

1
11 & Line 1 (idle)
1
12 & Line 2 (idle)
2

13 ‘ff Line disabled
14 GF' Handset in use
15 Speakerphone in use

13
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16

57

Message waiting

17

L

r

Missed call

6.2 Key function Definitions

Key Button Key Button Definitions
1 |0-9*# Digital, star and pound keys are also used for setting
and call process.
2 SE— Soft key 1. 2. 3, Display functions as per the LCD
! menu requested
3 -~ Menu: enter the main menu, or confirm current status

14
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4 |@ LINE1 and LINE2 : It is the transparent key, it will be
flash when incoming call, it will be normal on the call, it
will be flash on Hold.
5 SR Hold: hold the active call.
.ET The transparent key has red indicator.
6 — .
m Call List: browse the call logs
7 m Mute key: Used as Mute and quiet on the call, The transparent
@ key has red indicator.
8 @ Phone Book: Enter to the phonebook to recall and
amend the phone numbers.
9 X Navigation key used as UP in menu or Increase
handset / speakerphone volume
10 Navigation key used as DOWM in menu or reduce
4
handset / speakerphone volume
11 Navigation key used as LEFT in menu or reduce
- handset/speaker volume
12 |« Navigation key used as RIGHT in menu or increase
-
- handset/speaker volume
13 O Headset: activate/deactivate the headset function
14 T Speaker: activate/deactivate the hands-free function
15 » Redial: Dial a new number or redial the last call.
16 | M1-M5 Speed dial: make the speed dial call

6.3 Indicator Instruction

Key light

Definitions

©

For each line:
I On (steady)-Active call

15
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1 Slow blink-Held call
1 Fast blink-Incoming call
2 — On — Speaker in use
:\ HF C _,I
3 On - headset in use
4 @ On — Phone is muted
5 On — Phone is held
o)
6| M1~-M5 BLF indicator status:
I ON: appointed extension is being used
I OFF: appointed extension is on line and on standby
FLASH: appointed extension is off line and not registered
7| LCD Backlight status:
Backlight 1. Always light on standby : missed call or voice
message.
2. Always light on using.

7 Phone Operations

7.1 Point to Point Call

Pick up or press the [H:F 431, [Q] key,[£1]. [¥2], then input “#Phone
IP address#” for example: The IP phone of the other side is: 192.168.0.11,
it should be when using keyboard input: #192*168*0*11**5060#, * indicates
point<.>, **indicates colon<:>

7.2 Two-SIP account and line

CDX-IPH303 support 2 independent SIP accounts. Each account can
support independent SIP server, user name and NAT configuration. Line

button [#7] . [€2] are match to sole SIP account , when picking, press
16
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afree line ( [/1] or [/2] ) button, and at the same time hear the dial tone.
In this state, use UP / Down keys can be cut between the two lines.

7.3 Make acall

1. Use headset, press <SPEAKER> or LINE1/LINE2 key

Step 1: pick up / press [H:F 43 key/usea [Q] orpress [£1 Jor [£2]
key (activated).

Step 2: Telephone dial tone will be sounded and [/1] LED indicator will be
light. You can press [ T, 8 key to select the other SIP accounts

Step 3: input the number, press [#] key to send

2. Use the redial key

Redial the last called number (redial, the phone will use the SIP account of
the last call)

Step 1: pick up /press [HF 431 key/usea [Q] or [£1or #2] key,
the corresponding LED will light and hear the dial tone (The function is not
available now and will be finished some time).

Step 2: Press [“l Redial key to dial the last dialed number.

Check the dialed record and redial

Step 1: On the standby, press [“l key to check the dialed record,

Step 2: Use the [ L l’l key to select the corresponding call records,
Step 3: Press Redial/pick up/Speaker/LINEx/Headset.

3. Use the phonebook menu to make the call

Press Phone book key to enter the phonebook menu, then select the dialed
number, as per the prompt of soft key to process. Use the related SIP
account to make a call with hand free.

4. Use the call record to make the call

17
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Press Soft Key 2 to enter the Calllog menu, use [ T, key to check

the Missed Call/lncoming Call/Outgoing Call record, select the dialed
number, then pick up or press [HF 431 [ Q 1 [£1 or 2] to make the
call.

5. Standby dial-up call

On standby, dial the called number ,press the soft key 3<Dial>or pick up,
press [ HF 3] or [ Q1 [ or #21, only use LINE 2 key to call
from the second line, the other defaults are from LINE 1.

6. Use the phonebook number to make the call

On standby, press the Phone book key to enter the phone booklist , select
the dialed number, as per the prompt of Soft Key to process the operation,
you can pick up, press [HF™43 Jor L Q@ 1 [£1or #2]1 keytocall

7.4 Phone book number store / edit / delete

On standby .press Phone book key, then as per the prompt of Soft Key to
process Store/Edit/Delete.

7.5 Call list check / delete

On standby , press Soft Key 2 to enter Call Log menu, then as per the
prompt of Soft Key to process Check / Delete.

7.6 Hold

During conversation, press Hold to keep line, press it again to release.

7.7 Mute

During conversation, press Mute to keep line, press it again to release

18
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7.8 Volume adjustment in conversation

During conversation, press navigation [ T, 8 key to adjust receiving

volume, or adjust the volume on menu.

7.9 Rejected call

During new incoming call, as per the prompt of the LCD Soft Key, press soft
Key 3 <REJECT> to reject the incoming call.

7.10 Black(White) list setting / edit / delete

Please refer to below setting menu and CALL SERVICE setting in web
configuration.

7.11 Call transfer

During conversation, as per the prompt of LCD Soft key, press Soft Key
3<transfer>, and input transferred number end with [#] to transfer the
phone to the third part and hang up automatically

7.12 3-party conference

During conversation, as per the prompt of LCD Soft key, press Soft Key
2<Conf>, then dial another number plus # button, while line connected,
press Soft Key 2<Conf> to make conference call;

7.13 SMS Function

@ The function standard RFC3428 (Session Initiation Protocol (SIP)
Extension for Instant Messaging)

@ This feature must need the support of the SIP server and end phone

@ Function operation

19
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7.13.1 Create/New . send message

1. On standby state, press Soft Keyl <SMS>to enter SMS menu , see
below photo

M Chait

Inbox x/x: The first letter X means the missed message number, and
last letter X means the total message number.

New: Create the new message, Quit: Back to SMS menu

2. New/ Create the new message, see below picture:

Hellp !

Send  Del Ouit

3.Send message: input the extension number and press soft key 2 to
send message or select the number on notebook and press soft key 2 to
send message.

3310

Search Send Ot

7.13.2 Read, delete and reply message

1. Onstandby, press Soft Key <SMS> to enter to SMS menu, as below
picture:

Mew  Enter Ouit

20
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2. Press Soft Key 2<Enter>, you can delete or enter to the message as
per the prompt of the Soft Key.

S5

1- {New 3821
2 5822
Del  Enter Ot

3. Press Soft Key 2 <Enter> to check the messge, you can reply or
delete the message as per the prompt of the Soft Key.

mend 3821

Hellp !

Reply Tl Ot

4. Press Soft key 1<Reply> to reply the message, enter to the state to
input the message, after finished inputting, then press Soft key 1<Reply>
to send the replied message.

Reply Hello |

Reply Tl Ot

8 Configuration with keypad and LCD display

8.1 Main menu list operation

In standby, press [MENU 1] button till LCD shows

-Configuration

-Advanced

-Option

Three Sub-menu option, “Configuration”is used the configured property
parameter, configured the advanced parameter and password protected, the
default password is 123, Option the other related functions.

21
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Use (fl and [ ¥1 key to select the related sub item , and process the

operation as per the LCD soft key.
The instruction for the main menu list as below

Shernnnst [KIEE

- [T
2zl 2 odain
ARl
In crruhcn - "~
Vo . lamer ohear
2 dueen el - . E
a f 2 s e
A Hmer el Voml b sk
A ol inimel 1| T
ol g el I hen wnlire a1

bk Feooulel
ol e g

F-Fnl" %2nr;
L In® Bl e
P Rulir

C'ruliguratinn

RIS
yoar lamdn
Aalvariced . o
m [fuse Ueleal

vl Aucaal

LhpiLinn

il M- e

I Bnde doddenn

2 lnl Lene k 2™ bt
Al vewernl “ = 2peann|
1 2% Yeanrs 3ol S S aes Segisleral
moowlu e T ile
LN TR I LN T, 1T
¢ ltukid T 2w

2o el ! A lrasy

REERTY
2o aaaL 2

8.2 Phone book operation

On Standby, press Phone Book to enter the phone book menu list, use

[ T Jandl 3 Jkey to select the sub item, and process the recall, check, edit,

delete etc. as per the LCD soft key

8.3 Call list check

On standby , press Soft Key 2 to enter Call log menu, use [ fl and [ 1]

key to select the related sub item, and process check, delete, edit ,save etc

22
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as per the LCD soft key.
the instruction for call list as below:

Missed Call
Call log Tneoming Call
Outgoiny Call

8.4 SMS operation

On standby, press Soft Key 1to enter SMS menu, use [ fl and [ 1 key

to select the related sub item, and process the related operation as per the
LCD soft key.

8.5 Memo operation

On standby, press Soft Key 3 to enter Memo menu, usel T Yandl ¥ Jkey to select
therelated sub item, and process the related operation as per the LCD soft key.

9. WEB Interface Configuration

The IP Phone Web Configuration Menu can be accessed by the following
URI: http://Phone-IP-Address. The default LAN IP address is “192.168.10.1"
and WAN IP address is DHCP.
If the web login port of the phone is configured as non-80 standard port, then
user need to input http://XxXx.XxXX.XxX.XxX:yyyy, otherwise the web will show
that no server has been found.

9.1 Logon Web

While input correct IP address as above, logon menu pop out as follows:

Usernanie: |
Pﬁrﬂwmd:l

Legor

23
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There are two level login as:

-Guest account: the default username and password is "guest”, user can
have a browse of system.

-Administrator account: the default username and password is "admin", this
user can configure the system.

Note: After inputting username and password, user press carriage return
directly to enter the page.

While successfully login, web shown as follows:

EASIC
o I TR T
work |
wnn L
Viaaral ot T B [EETT R
HAC Azcrar [ B R e b H S o OF e
[ 191 IRLED |

A oA Inapanl
SPLMLZ b mmez hed
17z foliEnt tnnigrdesrd

ST PRLTLTTRETTEILT I TR VIRTE TR DA TE TR RO TR

9.2 Current State

On this page user can gather information of each normal parameters, as:
-the network section shows the current WAN, LAN configurations of the
phone, including access way of WAN IP and IP (static state, DHCP, PPPOE),
MAC address, WAN IP address of the phone, LAN IP address of the phone,
opening state of LAN DHCP server.

- The VoIP section shows the current default signaling protocol, and server
parameter; Register server IP of SIP, proxy server IP, whether enables
register, whether has registered on register server, whether enables
outbound proxy, whether enables STUN server.

-The Phone Number section shows corresponding phone number of each
protocol; the version number and date of issue have been shown at the end
of the page.

24
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T [T T

@hH 1A

Camal vl iz 11 ik RCERITTR TR ]

MAL Aldraa. P UL L 20 L L LIIRI" Sapwr LR

TR Arvesan LA R Rty

tlaliary LR EEE o

1Hurie Muinkber

UL BTN 3= nrapzlied

A1t LML i In 3UEL Uramabed

T H:4505 lirraglsdersd
Vardar: WITR HIAME WL 20 L3I0 Sen (G IR0 17:449:90G

9.3 Network Configuration

9.3.1 Wide area network (WAN)

User can view the current network IP linking mode of the system on this
page.

User will be authorized to set the network IP, Gateway and DNS if the
system adopts the static linking mode.

If the system selects DHCP service in the network which is using DHCP
service, IP address will be gained dynamically.

If the system selects PPPOE service in the network which is using the
PPPOE service, then the IP address will be gained by the set PPPOE ISP
internet and password of the account.

Note: If IP address has been modified, the web page will no longer respond
owing to the modification, so new IP address should be input in the address
field now.

25
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WAN Sratus

im0 192108012

Current Hetniasic 355.355.355.0

Cimant Gatewy 197 I6A.0.75%

Pkl sulalress LUSEIRERFEER HIL B ]

Static = | [ecr ~ PETOE
P nhtnin RS ssrvae aubnmato iy

Static I Addross IIcEL 7D

Melmusk in 3

T ewruy [rs22e010

DS Domain [

Primuiry IS [Freze

ImlLer Uy [eseases

MPMOE Server [arwe

| lnprmne | T

rascmord [anmamaan

| IETEE | |

Configuration Explanation:

e 10 122.1G8.0.72
Current Hetmasic 255.155.155.0
Current Cebewey 1931.168.0.253
Ml Address (DRI HA PRV ER AR

Current phone IP, subnet mask, MAC address and current phone IP;

[itatic ™ UHLE' T [ ¥, |

Select acquisition way of IP for WAN; This is single option; Configure static
IP parameter for WAN;

Shalic 1# 2ldrees [rseria s

Helmask S T R R )

Ly [rrazenay

LS Loualn ez oz

Frivary DHS [FlE N = ]

LHer RNG Fesci=ae

|Static 1P Address J192.168.1.179

Configure static IP address;
|Netmask [255.255.255.0

Configure subnet mask;
|Gatewav 192.168.1.1

Configure IP address of the phone;

|DNS Domain ||voip.com|

Configure "DNS domain" suffix; if user input "domain" and it can't be
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resolved, then the phone will add and resolve the "domain" after user has

input;

HPrimarv DNS ||202.95.134.133
Main DNS server IP address;

|Alter DNS |202.96.128.68

The second DNS server IP address;
Configure PPPOE:

FPFOC Sarver b
Lhs&rmanme MELET o e
Password [——
|PPPUt Sarver o

Service name, if PPPOE ISP has no special requirement for this name,
generally is the default;

Ll=erriaiem: v 127

PPPoOE account;

Pareawraril |u [T
PPPoE password;
Configure the parameter and then click "apply" to go into effect.

9.3.2 Local area network (LAN)

User can make local area network (LAN) configuration on this page, when
bridging mode is selected, the local area network (LAN) configuration will no
longer go into effect.

Lk LH
sl muk

FHCT Sredoe I
a1 e
Ericac Aodc r

ALy |

Configuration Explanation:

HBridge Mode | I

Use bridge mode (transparent mode) :bridge mode will make the phone no
longer set IP address for LAN physical port, LAN and WAN will join in the
same network;

LeN P (122 160,102
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Configure LAN static IP;

Melmmsk il255.£55.:55.0

Configure LAN subnet mask;

[pHCP Service Iz

Enable LAN port DHCP server; after user modify LAN IP, the phone will
automatically modify the adjustment and save the configuration according to
IP and subnet mask team DHCP Lease Table, user need to restart the
phone to make DHCP server configuration go into effect;

INAT v

Enable NAT.

Service Port configuration

User can set up Telnet, HTTP, RTP port on this page and view DHCP table.

[krTe Port I
Lulusl Barl B
HIE Tuilinl Forl I'IIIH—
AT Fort Quantiy e
|
| AT el 100 1R e Dl el nsn’s] sl L sasl i) maeess U 16024, Thisn meslard. |

Configuration Explanation:

HTTP Port [EE

Configure web browse port, the default is 80 port, if you want to enhance
system safety, you'd better change it into non-80 standard port;

|Te|net Port 23

Configure telnet port, the default is 23 port;

|RTP Initial Port llzo000

Enable RTP initial port configuration. It is dynamic allocation;
|RTP Port Quantity 200

Configure the maximum quantity of RTP port. The default is 200;

MHCE | easnd Tahie

I envaed T reens [raieat s tdrans |

Leased IP-MAC correspondence table of DHCP;

X The configuration on this page needs to be saved after modified and will
go into effect after restarting.

XIf the Telnet, HTTP port will be modified, the port is better to be set as
greater than 1024, because less than 1024 port system will save ports.
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X Set the HTTP port as 0,then the http service will be disabled.

10 VOIP Configuration

10.1 IAX2 Configuration

Roglster Status Unregistercd

LN barver Addr [

TANT Sereer Port |4z569

Mazananl Hurms I—

IRl Paswurd [

Fhone Humnber |

| peal Purl II”\.:'—
wuice Muil Number Il..—
olce Mall ook [mz1
Fche Test Humher e
I chix Teml luzl '-lhl—
Hefresh lime izt Srraanla
Ll Hegis ler r
Enable G2 r
ANCLY
Configuration Explanation: Explanation:
|Regi5ter Status |Unregi5tered

IAX2 registration state display; If register successfully, it will display
[Registered], otherwise will display [Unregistered];

|LID(2 Server Addr ||

Config IAX2 the server address, also can use domain name form;

|[Ax2 Server Port l4s69

Config IAX2 server port;

‘Account Name ||

Config IAX2 account name;

|Ac:c:ou nt Password ||

Config IAX2 account password;

‘Phone Number ||

Config IAX2 phone number;
‘Local Port lass9
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Config equipment iax2 monitor port;
‘Voice Mail Number ||U

Config voice mail number, If the IAX2 support voice mailbox, the voice
mailbox is the letter form, the gateway is unable to input the letter, uses this
number to replace voice mail the name;

|Voice Mail Text ||mai|

Config voice mailbox name; if the IAX2 support voice mailbox, here to config
the vocie mailbox the name;

[1

‘Echo Test Number

Config whether supports echo. If the platform support echo, (echo number is
the text format), then the telephone config this echo test number replace
echo actual text number. This function is refers through the platform, the
terminal may carry on echo the call to test. To see the terminal to the
platform converses on the telephone whether normally;

|E|:ho Test Text ||echo

Config echo test text;

|Refresh Time ||60 Seconds

Config IAX2 refresh time, The unit of time for the second, suggested the user
in makes the choice 60 to 3600 between;

‘Enahle Register ||-

config the permission/prohibition registers the server;

Enable G.729 s

Config whether supports G.729;

10.2 SIP configuration

Sip register
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[0 ] |_twaa |

Huzgislior SLalus e pplied Lieplay Maime |
merpyer Mdime IFroxy Sorver Guddress |
moapyer Addrees I roxy Server 1Poel |
sEpyier furl 1] 'y s ermdm |
Aucaanl Mamne Froxy rasessond |
Puszrmrd Crumiin Reulm [
Fhuone Hurnber Crow e Rozgizler u

APPLY

Configuration Explanation:

[sp1] [ Load |

Select SIP1 or SIP2, then you can register and configure SIP1 or SIP2;
|Regi5ter Status |Unapp|ied ‘

Show SIP register state; if register successfully, there will show Registered
in the square bracket, otherwise show Unregistered,

|Ser\rer Name || ‘

Configure the name of registration server;

|Ser\rer Address || ‘

Configure SIP register server IP address or Domain Name;
‘Ser\rer Port Isos0 ‘

Configure SIP register server signal port;

|Account Name || ‘

Configure SIP register account (usually it is the same with the port number
that configured, some special SIP servers will have different port
configurations, then the port configuration needs to be configured to be
numbers, here the configuration account can be arbitrary character string) ;

Password || ‘

Configure password of SIP register account;
Phone Number || ‘

Configure the phone number;
Display Name || |
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Configure display name;

Proxy Server Address"

Configure proxy server IP address or Domain Name (usually SIP will provide
user with service of proxy server and register server which have the same
configuration, so the configuration of proxy server is usually the same with
that of register server, but if the configurations of them are different(such as
different IP addresses or Domain Name), then each server's configuration

should be modified separately) ;
|Prct)q.|r Server Port || |

Configure SIP proxy server signal port;

‘Proxv Username || |

Configure proxy server account;
‘Proxv Password || ‘

Configure proxy server password;

|Domain Realm || |

Configure domain realm;
Funhle Hegister |I' |

Configure enable/disable register;

Advanced sip setting

Advanced SIP Scttng

Praginlir Fzpirs Time [s7  coconds Furwaardl Typss 310
HAT Keep lve Trbamenl |.'||'. Lol Franeard Blanne N uniher |
Uscr agert frc® "hare L2 Sarwer Type [coMMon =]
Signul Key — LMl Mode [ _wivasss -
Huliar Ky I R Prdal Calilien RC1361 x|
1 ncal Pt | Transport Frofoonl nne x|
Ring Tyne Netaulk_» | AFC Prvacy Filion [Monr =]
1l 1 ines Muunbisr [ saslwcribe b oxpios lins [ seconms
YNNEErANCS Himihar [ Fnahla Cnntaremce Mumher [
Transfer Explre Time |2 — Enablz DMS SRV m
Fnahle Sulescr he: r CIick Tn Tallr I
Enable Keep Authenlicalion| T =ignal Encwde L
HAT Keep flive r Rl Mneasbe I
Enablz Wla rpart = Enable Sesslon Timer I
Liubl: FRALK r Amsver Wilh Single Coder ™
1 nawn Coantact r Furta TCR I
Enablz URT Conwert F Enable Strict Mrowy L
Uiy | WhiLlsul Heygisler r Luuble wRpw I
Ran Anraynnns Call r Fnahla MHsplaynams rooks [
APPLY |
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|Register Expire Time ||E|D— seconds |

Configure expire time of SIP server register, the default is 60 seconds. If the
expire time that server requires is more or less than that configured by the
phone, the phone can automatically modify it to the recommended time limit
and register;

|NAT Keep Alive Interval ||60 seconds ‘

Configure the NAT keep alive interval;
|User Agent ||Voip Phone 1.0 ‘

Configure the User Agent;
|Signa| Key || ‘

Configure the Signal Key;
‘Media Key || ‘

Configure the Media Key;
|Lol:a| Port Is060 |

Configure the Local Port;

|Ring Type || Default;l |
Select the Ring type;

‘Hot Line Number || ‘

Configure hot-line number of the port. With this number of the port, this
hot-line number will be dialed automatically as soon as off-hook and user
can't dial any other number;

|Conference Number || |

Configure the Conference Number;
|Transfer Expire Time ||U— seconds ‘
Configure the Transfer Expire time
|Enable Subscribe | ] |

Configure enable/disable Subscribe;
|Enable Keep Authentication | [ |

Configure enable/disable Keep Authentication;
|NAT Keep Alive | [ |

Configure enable/disable NAT Keep Alive
|Enahle Via rport | v |

Configure enable/disable Via rport
|[Enable PRACK s |
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Configure enable/disable PRACK

|Long Contact | [ |
Configure enable/disable Long Contact;
|Enable URI Convert | v |

Configure enable/disable URI Convert;

|Dia| Without Register | ] |

Configure enable/disable Dial without register;
|Ban Anonymous Call | ' |

Configure enable/disable Ban Anonymous Call;

Forward Type Off j
Off

Forward Phone Number Always

Server Type Bus r

(90 AT S

Call forwarding. The default is Disable; when busy is selected, if the number
dialed is engaged after the phone has received a call, then it will
automatically transfer to the configured number according to the following
configuration; when always is selected, then the phone will directly transfer
all the numbers that dial to this port to the configured numbers;

‘Forward Phone Number || ‘

number configuration of call transfer (CT);
‘Server Type “ COMMON *I ‘

Select the Server type;

DTMF Mode DTMF_RFC2833 |
DTMF_RELAY
IDTME_RFC2833
'DTME

RFC Protocol Edition

SIP INFO

Trancnort Protocal

DTMF sending mode configuration; three kinds: the above are basic
configurations of SIP.

‘RFC Protocol Edition |lm ‘

Enable the phone to use protocol edition. When the phone need to
communicate with phones which is using SIP1.0 such as CISC0O5300 and
so on, then it should be configured into RFC2543 to communicate normally.
the default is to enable RFC3261;

‘Transport Protocol ||m

Select the Transport Protocol(UDP or TCP);

IRFC Privacy Edition [rRFc3323 ~] |
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Select the RFC Privacy Edition(none,RFC3323 or RFC3325);
|Sub5|:ribe Expire Time ||300 seconds |
Configure Subscribe expire time

‘Enahle Conference Number ‘ [ ‘

Configure enable/disable Conference Number;
|Enable DNS SRV ‘ 1 ‘

Configure enable/disable DNS service;
[click To Talk I= |

Configure enable/disable Click To Talk;

|5igna| Encode | [ |
Configure enable/disable Signal Encode;

|Rt|J- Encode | ] |

Configure enable/disable RTP Encode;

|Enable Session Timer | I_ |

Configure enable/disable Session Timer;

|Answer With Single Codec | [ |
Configure enable/disable answer with single codec;
|lauto TCP I |

Configure enable/disable Auto TCP;
|Enahle Strict Proxy | 1 |

Configure enable/disable Strict Proxy;

|[Enable GRUU s |
Configure enable/disable GRUU;

|Enable Displayname Quote | o |
Configure enable/disable Displayname Quote;

10.3 STUN configuration

SIP STUN is a kind of server that used to realize the SIP's enablement of
NAT, when the STUN server IP of the phone has been configured (generally
the default port is 3478 ) and Enable SIP Stun has been selected,
conventional SIP server can be used to realize the phone's penetration of
NAT.
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STUM Sel

STHIN MAT Trncuarss il 51
STHIN Sarver Addr |
SIUN Server Burl 240
STHIH Fierct Thie [= Sl
Lutul 518 BPurl S
AEELY |
Seel Sip Line Criatde Sian
[sme 1 = 1nad |
lga Shan r
AEFEY |
STUN HAT Transverse |Favst

Display the application status of the STUN NAT;

STUN Server Addr |

Configure IP address of SIP STUN server;

STUHN Server Fort | EEEE
Configure port of SIP STUN;
STLIM Fifort Tlne ah S ol

Interval time for STUN's detection on NAT type, the unit is second;

Local 51 Bort | B

Configure Local SIP port;

|ﬂ51|3 1] | Load |
Select the Sip Line;
|Use Stun ||-

Configure enable/disable Use STUN;

10.4 Dial Peer configuration

Bases on this configuration, we can make the phone use different accounts
and run speed calling without swap.

When making deletion or modification, select the number firstly, then click
Delete or Modify , and complete the operation.
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Lial kecr | able

rumhier Ereslinalinn Hurl Finln nilin~ "l iz Il:lul 1wl
11l 103, 16%.0.20 piulri] = no Blles no sukiy 0

s 1Y ThILILA] BINLIN HIH i alios sl iz 1

T 0.0.0.0 SOG0 £ mdd: 07 55 no subiy II:I

Licdi] Dical Mesr-

Fhons sumlme

Detinatlen Laptlenal]

Furl{ nplinnal )

Allasioptianal 3

Call Hade 0w
Suttlklaptionel ]

Helat e U amgh Copliomal I

[aidl Presr Clpalicn

| 111 = [EM T inliry

Configuration Explanation:

Diul Pocr Tuac

Mimlur Lrwa inalivg Hurl Ldw Aliuy wulliz Ul _waygth
1 rEICECAr nn ErY nn alle: o n

Bl TWATEILLLY s HE mialin LT I 1

iT 1.0.0.0 3050 El ALY 55 14 UMK 0

Display of calling number IP image list;

|Phone Number ||
It is to add outgoing call number, there are two kinds of outgoing call number
setup: One is exactitude matching, after this configuration has been done,
when the number is totally the same with the user's calling number, the
phone will make the call with this number's IP address image or
configuration; Another is prefix matching ( be equivalent to PSTN's district
number prefix function) ,if the previous N bits of this number are the same
with that of the user's calling number(the prefix number length),then the
phone will use this number's IP address image or configuration to make the
call. When configuring the prefix matching, letter "T" should be added behind
the prefix number to be distinguished from the exactitude matching; the
longest length is 30 bits.

IDestination (optional) [
Configure destination address, destination is configured 0.0.0.0, it is SIP1
line.
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Port{optenal) I

Configure the protocol signal port, when nothing is input, the default of sip
protocol is 5060;

Allas{optional) [l

Configure alias, this is optional configuration item: it is the number to be
used when the other party's number has prefix; when no configuration has

been made, shown as no alias;
|call Mode [stp =]

Configure the calling mode:IAX2 and SIP;

suffte(optonal) _ 1

Configure suffix ,this is optional configuration item: it is the additive dial-out
number behind the number; when no configuration has been made, shown
as no suffix;

lielete | ength (nptinnal)

Configure the replacing length, replace the number that user input according
to this length; this is optional configuration item.

Of which the alias can be divided into four types, it should be combined with
replacing length to make the setup:

Add: xxx, add xxx before number. in this way it can help user save the
dialing length;

All: xxx, the number is all replaced by xxx; speed dialing can be
implemented, for example, user configure the dialing number as 1, with the
configuration "all" , the actual calling number will be replaced;

Del: delete n bit in the front part of the number, n can be decided by the
replacing length; this configuration can decide the protocol for appointed
number;

Rep: xxx, n bit in the front part of the number will be replaced. n is decided
by the replacing length. For example, user want to dial PSTN (0757 —
86228930) by VolP's Rec/Finish over service, while actually the called
number should be 86757 —86228930,then we can configure called number
as 0757T,then rep:86757,and then set the replacing length as 3. So that
when user make a call with 0757 prefix, the number will be replaced as
86757 plus the number and then sent out. It is a convenient thinking mode
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for user to make a call;

| Delele |

Delete selective number IP image;
||1T;| [ Delete | Modify |

If user want to modify a certain current number image, first select in the
drop-down menu and then load the image parameter of the said number,
click modify to make modification; of which:

1al 1 mer oy
Nhane KMuinkor nT
Ul Husle sl S
Ueslinelran § aplivealy UL JL
Fird iphnal} Al
Cltasiapdirnm 3 ame T
Suilied aptivnaly T
fialela F gl Cupllmna ) n
| Y
19l My inber |:|I

this is the modified number. read-only;
|call Mode [stp =]

To modify call mode;

|Destination (optional) ||0.0.U.0

To modify destination address; this is optional configuration item;
‘Port(optional} Js060

To modify destination phone port;this is optional configuration item;
|Alias(optional) i|add:tl?55

To modify alias; this is optional configuration item;

|Suffix(optiona|} ||no suffix
To modify suffix; this is optional configuration item;
|De|ete Length (optional) ||D

To modify replacing length (if rep and del of alias have been configured) ;

Submit |

Click submit to go into effect
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11 Phone Configuration

B ru Ceder acinnre-k - worrd L ac sl -
T Cake: T = Ll Cake: WP LLPdaa Bk o]
i1 Codm Han i Taw 55 e
[T 4+ T Erdpad widaan E HE
U Larlirad oL 1_:|-u:| Ficddane ll_:l-u:l
WaT 1k Pl Lanala ) 20me = ool Formlad China =l
k2220 nasbige. TR 5] [ Ry CRIT
o eanh KT apr Nt van |

ARFLY

11.1 DSP configuration

5P Configuration

Liral Canlw: 'm sepvnsml Canli: m
Third Codec |p7z0 = Fourth Codec 971 Lalawidic = |
Fifth Codec Hone = Handdawn T ZCC me
Inpul Uidume [ JL-91 il Virlume 0 [L-03
Hamilires tidume I" §1-a3 Wi Uidume E [L-0
a9 Bl 8 ennth [S0me_<] il Samlar EE
GCT2% Timestamps | LG0/Z0ms = G723 BIt Ratc .35 |
tdanll Ring tepe [Ty 1 2] ik -

areLy |

On this page, user can set speech coding, 10 volume control, cue tone
standard, caller ID standard and so on.

|Fir5t Codec

||g71 1Ulaw64k x|

Configure the first codec;

|second Codec [a723 ~] |
Configure the second codec;

|Third Codec [o729 =] |
Configure the third codec;

[Fourth Codec [e711Alawsak ~] |
Configure the fourth codec;

[Fifth Codec [None =] |

Configure the fifth codec;

|Handdown Time ||200 ms

Configure handdown time, that is, if the hooking time is shorter than this time,
then the gateway will not consider the user has handdown.

|In put Volume ||3

(1-9)
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Configure input volume;
|0utput Volume ||? (1-9)

Configure output volume;

|Handfree Volume ||4 (1-9)

Configure handfree volume;

|Ring Volume ||5—(1—9) |
Configure ring volume;

|G?29 Payload Length ||2l]msj |

Configure G729 payload length;

|Signa| Standard ||China ;I |

Configure signal standard;

|6722 Timestamps  [[160/20ms ~] |

Configure G.722 timestamps;

|G723 Bit Rate [62kb/s =] |
Configure G.723 bit rate;

|Defau|t Ring Type || Type 1 LI |
Configure default ring type;

\vAD = |

Configure enable/disable VAD.

11.2 Call service configuration

On this page, user can set value added services such as hot-line, call
forwarding, call transfer (CT), call-waiting, three way call, blacklist, out-limit
list and so on.
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ol Eerwinces Se=lling

Hot Line |Nn Answer T 20 Tastamnln)
F2r IP Pretix [ |Remete Reger Mo

a0 Mok st urh C Nan Murqoednn r

Frabie Call Transher [+ Fralde Call Walting ke

Enabic Thras Wy Call [ laccept Ay Call =

b Answer r Use Record Server I

arrLy |

Bl LIst

Add = Delete
Virwiil 13
[_aaa_ | =l neiete |

Configuration Explanation:

|Hot Line | |

Configure hot-line number of the port. With this number of the port, this
hot-line number will be dialed automatically as soon as off-hook and user
can't dial any other number;

|ND Answer Time ||20 {seconds) |
Configure no answer time;
[Do Not Disturb I= |

Configure enable/disable Do Not Disturb;

|Ban Outgoing | - |

Configure enable/disable Ban outgoing;

|Enable Call Transfer v |

Configure enable/disable call transfer (CT); after it is enabled,
automatically.

|Enable Call Waiting | v |

Configure enable/disable call waiting service; after it is enabled, user can
hold calls of the other party by hooking, with hooking again, and the hold call
can go on;

|Enable Three Way Call | v |

Configure enable/disable three way call; user can call the other part as the
call origination, after talking, make hooking to hold this part and then
press|Speed DiaI/Conference| key to hear the dialing tone, after call
completion to the third party, hooking again to recover the talk with the
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second part, then the three way call concurrently;

|Accept Any Call | v |
Configure enable/disable Accept Any Call;
|Auto Answer | ] |

Configure enable/disable Auto Answer;

Riark | 15t
ulal l_;| [T,
Configure add/delete blacklist. If user doesn't want to answer a certain
number, please add this number to the list, and then this number will be
unable to get through the phone.

I Tenlk § Bt |

- et =l Mealata

Configure out-limit list; for example, if user don't want the phone to dial a
certain number, please add the number to this table, and the user will be
unable to get through this number.

11.3 Phone book configuration

|I|uh'.| LAY Munbsr |Iu|w. |
Audd Phaone Book

Hame |

Humihar Add

king Typz |etaut =

Phone Book Uption
On this page, ul [_oeicte | _moaty | lser

can add, delete and modify telephone book.

Some ISP internet may inhibit the phone to register and cancel the register in

succession, so user had better not apply or register and cancel soon in succession

and submit registration repeatedly. Server may stop response of dialogue machine,

then the phone receives no certification of register/cancel login request and
43



CDX-IPH303-VoIP User Manual V1.3

registration state will show as incorrect!

11.4 Save and Clear Configuration

User can save the current configuration on this page.

Press e “Sawe” buttan to save the contiguration Hies ! |

SalvH
The system configuration can be set as factory default configuration on clear

config page and the phone will restart automatically.

Clear Conliguralion

b this "Gl D tun sl s canfigur G Gl 1 |

Hear |

12 Security Configuration

12.1 MMI Filter configuration

On the page, user can configure the function of the MMI Filter. This feature
allows only the host within the MMI filter table that they can logon the WEB

page.

MM Filter 1ablc

Slarl 1¥ II ml 1 Laplinn
[raanmiam I'u':.'r.l:.l:.":l: Hodify Delete

Hlarl IH Pl 18 Add

MMIT Tilber Taabiber Sed
I MM nilier | arriy |

MMI Filter Table

start 1P |end 10 Option
|192.168.0.100 1192.168.0.120 Modify | Delete |

On the MM filter table, user can modify and delete the MMI filter;

MML Hiter 1able Set

|start [ |enarr I il |
Add MM filter table;
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MML Hiter 1able Sct

[ mrar vinner ArTLY |

Configure enable/disable MMI Filter.

12.2 Firewall configuration

On the page, user can configure the function of the firewall.

Fircwall Typa

[7 ‘M Aeeess Frabln I out aceess Fnahle
AFFLY

\Lridese Lierey § Ihe ik retoccl|Sre Addr Src Mask Lizs Addr Ue= Mazk Ranqgc Ihart
1 Leny |IJIJ|’ 102 1BE.L]1 2L Ea5 100 I35 105 1'.l1.1uu.1u.1ux|:|.13:1.1::.ut":|::" 1
¥y il |IJIJ|“ B TR O o O R 1!1.lw.lﬂ.ll!]_'l:l.l:i:l.lhb.u::;':: 1

Fircavall Chrput Rule Tahlc

Iridex Dieny § Fermil Protecol|Sm: sddre S Musk Di=s Al Le= Musk Ruange [Forl
1 Lieny |IJIJ|-" 19216010 10 Eo5 200 155 4050 1WE 164 UL 10 455 255 255 200 ::1.:": 1
el Prarruil |IIDI1 1971 AMRA0.20 FSE.I55. 255755 1 2.1 &0.0.130 7. W00 ::1"::

Hrewall S/t

[rpasourpar [trpet =] Srr Adde

Ly Permil [remy =] Des Eudr -
I'rutuanl 1y Jume =] =re Mauh I
Mot AAnne: moeethan =] [ ResMazk

i

pul Sl | Iripul = Iondex [ Be Defe ) I

ir e wonlll Tz
[ in amvees eeadiie | ™ van arrecs erokie
PEHELY

Select firewall type;

Finc-vacilll Timgral Rualis Talale-

Andux Loy "zmal] roboue] Snc Adur SroMah Lz Aaldr i Mush Bagc 1'url
1 Luaw HILE 10X LBRILLED 205 200 45h 450 LUZ '.hLl.'.'.I‘.:I.I'.Jﬂh.ﬂh.Eh.l.lmlr_:'. 1
2 I'ermit givy 102 LR Lk 2ah J50 i50 LUZ '.IILl.'.LI‘.ll'.Jﬂ!l.Hh.EH.UmIr_:'. 1

Display firewall input rule table;

1 irrawall Ot Hube Bables

(Mdey Dieny ' Berad b Sr- Bddr S WAtk M~ &idrdr Mive e Range Mnrt
1 Feny IDE (162,10 1IN PSS B FERFSS 1900 a0 1l [#55.7%1.3711.579 :'i'_"'l‘:" 1
*  Fermit IRF 192,160, 120 P55 PP TP TS 101 60 Fafans :;I.:T 1

Display firewall output rule table; in the table, Src address and Src Mask
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confirm the range of the source address, For example : Src
addr(192.168.10.10) and Src Mask(255.255.255.255) can confirm that the
host is 192.168.10.10; Dse addr(192.168. 0.120) and Des Mask(0.0.0.0)
can confirm any host; Src addr(192.168.10.20) and Src
Mask(255.255.255.0) confirm any host within the 192.168.10.0 network
segment. So, when the Index is “1” in the output rule table, and the
definition of rule is: the UDP package of the host(192.168.10.10) can’t
was sent to the host(192.168.10.10); when the Index is “1” in the output rule
table, and the definition of rule is: the host(192.168.10.20) can send the

UDP package to any host.

Irizurty Okt pat = Sre ader
Deny Ferml ey -l Uiers Baltlr
&dd
Pl Tvoe uop = Zrc Hask
Furl unnw munsllun 1| e Munk

Configure the firewall.

Input/Output

Input
Qutput

Select the rule of the firewall( input or output);

Deny/Permit

Deny/Permit Deny ;l
De

Protocol Type Parmit

Select the condition(deny or permit);

Protocol Type

Port Range

Select protocol type(UDP, TCPR,ICMP or IP);

Port Range ||more than 1

‘more than !
less than

Rule Delete equal
not equal

Configure port range;

src Addr ||
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Configure source IP address;

|pes Addr I \
Configure destination IP address;

‘Src Mask || ‘

Configure source Mask;

Des Mask ||

Configure destination Mask;

12.3 NAT and DMZ configuration

On the page, user can configure NAT and DMZ. T function of the NAT is a
network port mapping and the function of the DMZ is a network address

mapping.

NAT configuration

rotocol Set
[ 1esa: a1 b Foenn ||7 FEIE AL

APPLY |
MNAT Tahle
|I||-|in|lu [ Inninls 1B Burl |I Tulmithe 1CE Bl |
[1s=aan an [ [nean |
[Brraiater 1o Insinles DIIE Berd [ rmishes rnsee e |
|Lzz.103.00.120 20 |az=n |

Iransler Type ne - Hulsithe Burl [

il nsitle Bued |
Aod | Dalcke |

R IrSccALc ? FTrALG [® rriraLc
arnLy |

Configure NAT of the Application Layer Gateway(ALG);the protocol includes:
IPSec, FTP and PPTP.
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T 19 it vecve et [rmrane e v |
19 TRE LTI [ED (R |
Ingide I |matde uDP Port |outide upe Port |
192, 1/, 17,130 [zn [mnzn |
Display NAT table;
KAl lable DBption
Transter Type e = Cutsice Pert |
Tushils T8 Tislil Ferl

Aot Dleie

Add and delete NAT table (configure NAT of the Transport Layer, the
protocol includes: TCP and UDP);

L:mn:l:-.r Iypr m

naide: IF L

Select transfer type;

Inzide IP I

Configure Inside IP;

Iflnsrda Fort I

Configure Inside port;

Outslda Part I |

Configure Outside port;

Add |  Delete |
Add or delete NAT table;

DMZ configuration

M7 Tabile:
Durside I0 Inside I
187,160, 1030 183.160.0.174
LCEB CTR AT (CERETER T
DMT Teabsles Ciptisnm
Inlith 18
|ne il L |
nlsiths 18 |ECFEER TN |

bl | el |
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ulde 11 Juide 0

N L e ) A L i L
LR LER 1030 LERIGRL.LTD
Display DMZ table;

1nkqilw 18

Tneire IR

[RTLLIL P 1) 197 1&E 100 x

bl Liwlelr

Configure the DMZ rule.

Coul=iales T |

Configure the outside IP of the DMZ;

Inslde IP [

Configure the inside IP of the DMZ;

Configure outside IP and inside IP, then click the Add, user can add the DMZ
table.

Outside IP | 192.168.10.20 "i

1192.168.10.20
:192.168.10.30

Select Outside IP;

Delete |

Select outside ip, and click the Delete, user can delete the DMZ table.

12.4 VPN configuration

On this page, user can save and configure VPN setting.
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VPN P

VPN Mode
Wy Junnl [ e [ Enablo vimy

WEN Server dihile 000 VBN Sasruwer Purl [T
Sserver inoap 10 [iEn sarver red Code [10025

ALY

aanm

Display the VPN IP of the CDX-IPH303;

F UL Tanel [Fiare [ imabbe e

Select VPN mode, and configure enable/disable VPN;
(1) Select UDP tunnel, and configure VPN:
& UDP Tunnel

Select UDP tunnel mode;

LPOEY 1 o

PN Server adér D000 Fpnmm Tea
Server Gnrg T Pre [ wreacee 12345

VEN Server Addr flo.n.0.0 I

Configure VPN server address;

VPN Serverport 50 |

Configure VPN server port;

Server Group ID [|UPN

Configure VPN server group ID;

|se_-ruer Area Code u12345

Configure VPN server area code;
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F Cnable VPN

Configure enable/disable VPN tunnel;
(2) Select L2TP, and configure VPN:

| & L2TP |
Select L2TP mode;

VPN Sereer Raddr l (WP Ugsr Hams !
W Paksaard l

VPN Server Addr ] ]
Configure VPN server address;

VPN User Name |

Configure VPN User Name;

VPN Password J

Configure VPN Password;

||7 Enable VPN |

Configure enable/disable VPN;

13 Upgrade on-line

13.1 Upload WEB page

On this page, user can select the upgrade document (firmware or config file)
on hard disk of the computer directly to run the system upgrade. After the
upgrade has been completed, restart the phone and it will be usable at once.

Wil Updlate

e R O e
13.2 FTP/TFTP download

On this page, user can upgrade system and configure files by FTP or TFTP
mode.
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Sraver |
Lz rnanie |
I'gsswund I—-
1 ile Mumme I—
Ippe | Bpplication update =]
[E— e =]

T [

13.3 Configuration Explanation:

|Server ||

Configure upload or download FTP/ TFTP server IP address;

|Username ||

Configure username of the upload or download FTP server. If user select
TFTP mode, username and password are not required to be configured;

|Pa ssword ||

Configure upload or download of FTP server password;

|Fi|e MName ||

Configure upload or download system upgrade document or system layout
file name. It should be noted that system file take .dIf as suffix, configuration
files take .cfg as sulffix;

FIFP -
fazil

Protmcal

Select server type;

Typer: | Apgelicalinm ugalale: - |
1*raalom aal

Conliny lile: cxcpeerl
Config file impoert

Select Application update type, the phone will upgrade system file;

Typme Aupllin Aldorn mpula e j
bl Applicalicn updale

Conlig lile cepuad

T e sTEEs T

Select Config file export type and click the Apply, the phone will upload its
configuration files to FTP/TFTP server and save with names of user-defined
configuration files;

Ty Applicalion amlale =

Prulocel
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Select Config file import type and click the Apply, the phone will download
configuration files of FTP/TFTP server to the phone and the configuration
will go into effect after restarting;
Output configure file can be edit, delete, or make comment starting by # on
each command. Unit support module upgrade, like if changes made to SIP
configure, others in configure file can be deleted and configuration in unit will
not be affected.
While upgrade unit with modified configure file, please make sure check
each parameter while finished upgrade. In case of anything wrong, please
recover configure under POST mode.

13.4 Configure file encryption

Configure file can be encryption with DOS command:
dsc.exe <key.txt> <e/d> <old configure> <new configure>.
Dsc.exe-encryption software tool

<key.txt>-user made encryption key file

<e/d>e (encrypt) , d (decrypt)

< Old configure >former configure file name and path,

< New configure >new configure file name, defined by user.

13.5 Auto-update

Unit can be set as automatically upgrade from desired FTP or TFTP server.

|| vieeanl Ll Wersicn ERITRTNE]

Sorver Address

|

Liscroame

[uzer

Passwaind

Contig Flic Manac

Contg Enoypt Koy

Mralucal Lype

e =]

Update Intcreal Time

In Thr

lipdate Mna

| nisahin =

ARELY

Display the current config version;

vureant Cowtin Varsinn

1.0nn1

Configure unit as follow steps:
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SErvar fddeess (LA

Input IP add. of desired FTP server.

11sernanie 15T

Input user name of desired FTP server.

Irazzwword o

Input user password of desired FTP server.

Lonfig Filz Name

Input name configuration file. Software version must be different for each
upgrade file.

Config Enarvpt Koy |

If configuration file is encrypted, password needed.

Protocol Type ‘l FTP j

Chose server type as either FTP or TFTP.

Upi#te Trtardal Time [ Huur

Set auto-upgrade interval duration.

Vprate: Marde [Fal=mhile: ol

Chose auto-upgrade type.

13.6 Configuration files WEB download

On this page, user can directly select the configuration files on the hard disk
54



CDX-IPH303-VoIP User Manual V1.3

of the computer, and then make modification to the system configuration,
after the download, restart the phone and the configuration will go into effect.

14 System management

14.1 Account management

On this page, user can set the keyboard password, the same time, user can
add and delete users according to own needs and can modify user's
authorities there have been.

Sl Keyhosard Maxsasnsre

|I{n:'.rb-uard Password s s | |
Uscr 5¢t
Hisir Mumes s § el

admin Rt

el apnerl
Liser Manee:
1iser B el Hinl -
A [
Canflrm

Submilt |

Account Dption

[admin =] Dolcte | Hedify

14.2 Configuration Explanation:

Uzcn Hamie Uzer Lesel
admn ROt

aurch Feneenl

display of phone user account list;

User Hame [
User Level Root 7
5w rd -

iy

[ onfirm [

To add phone account; it will be shown at lower part of page as the following
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figure, of which:
PJELTHMII'

Add new accounts;

lser Leve [t~

account level; root possesses

Famswaninil '

authorities to modify configuration,general possesses read-only authority;as
corresponding password of the additive account;

Cunfirm

As second confirmation of password, to ensure correct setup of password;

Submit |

Clicks submit to go into effect.

|:||1ml1 - Neirtr | Moy |

Select users that you want to delete in the drop-down menu, click Delete.

To modify the chosen accounts, need to select account first, click Modify,it
will be shown at lower part of page as the following figure, of which:

S vunl Mokl y

Ulepr Mannm wilmin

Ulmer | eesl Himal hd

[E— =

canlinm [aenae

submk |

User Nanig adniin
The modified username;

User Level [[Root =
Modify user authorities;

LT FiEE

Modify user password,
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Cmflirn |uu-r

Make confirmation of the modified user password,;
Submit |

Submit the modification;

Owing to the phone's default account: accounts of the administrator
level-admin and the ordinary level —guest are all weak account and weak
password, the username and password will be easily to be guessed on
public network, so the user had better modify the administrator and ordinary
user.

Enter with manager level when making modification, create a administrator
account and a browse account (you'd better not set the name as admin,
administrator, guest, etc.),set password and then save configuration,
entering with new manager account, delete default manager and browse
account and save configuration, security will be enhanced!

14.3 Time zone configure

On this page, user can save and configure time zone setting.

SMTP Time Sel

serer [avmezas

Pimm A |-:'|.'M| 1IN B jined enepping U leeny e inanng =l
Mg Cuk [Fr fzecends)

13 Hours Syctoms r

SHTR =

SAFELYT
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naylight 1imesct

Luuble Uaylight r
N shill {mimiten) |5
Tine Fune Slarrl Dile Col Male
Munth Hurch =] Ocluber -]
Weak [5 -1 5 =]
My cunday ] Surday 1]
Hnur P 7
Mirmle LI T
APELY |
FRAr
Hunths
Doy
Thiur
Mirte
npsnr |

|1'|||r:¢ It i!:HT+[IB:[l:!HH'IruEMruJImI-hlum.IJurm El
Configure the desired time zone.

15 Configuration via Telnet

In DOS window, input telnet 192.168.10.23, enter:

P o =

Then input USER NAME: admin PASWORD: admin
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—of x

15.1 Basic Command

input “help” or “? “under terminal to check all sub-terminal and globe
command; input “help” or “? "under command to check parameters;

input “! ” or‘exit”to quit former path. .

while partly input terminal or command, press“”, system will auto finish
balance command or list all option.

each help is with comment as <command> or <node> to identify.

parameter of each command including two types:“required” and“optional”:

“ ”. Also partly input available like

“ 9,

all “required’start as “-”; all option, start as
point 3.

after configure, make sure save with command “write”, other wise, all setting
lost while re-start.

15.2 Command structure

Root terminal with structure as
#

---config

---debug

---download

---language

---password

---setdefault

---show
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---telnet
---trancert
---update
---upload
Most command parameters are under terminal “config”, which structures
as follows:
<config>#
---accesslist
---dialpeer
---digitalmap
---fastethernet
---mmifilter
---nat

---port

--qos
---syslog
---time

---user

---voip

---vpn

15.3 Structure of Configuration terminal

Access list firewall configuration
Path: <config-accesslist>#

[no] entry - <command>Set access list table

[no] in-access - <command>Enable/Disable In-access
[no] out-access - <command>Enable/Disable Out-access
show - <command>Show access list

Ex.: <config-accesslist>#
Add protocol ---entry —I/O xxx —P/D xxx -sraddr x.X.Xx.x —srcmask
X.X.X..Xx—desaccr x.x.x.Xx —desmask X.x.x.x —portrange xxx—portnum xxx
Ex.: <config-accesslist>#entry — I/O input — P/D deny — proto udp — straddr
202.112.10.1 - srcmask 255.255.255.0 - desaddr 210.25.132.1 -
desmask 255.255.255.0 — protrange neq — portnum 5060
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Del protocol ---no entry —I/O xxx —index xxx

Ex: <config-accesslist>#no entry —1/O input —index 1
Fastethernet—Lan configuration

Path: <config—fastethernet—lan>#

[no] bridgemode - <command>Enable/Disable bridge mode

[no] dhcp-server - <command>Enable/Disable DHCP Server

dhcpshow - <command>Show DHCP current leased
table

[no] ip - <command>Set lan IP

ipshow - <command>Show LAN interface
configuration

[no] nat - <command>Enable/Disable NAT

natshow - <command>Show current NAT status

Ex: <config—fastethernet—lan>#ip —addr 192.168.1.10 —mask 255.255.255.0
Fastethernet—-Wan configuration
Path: <config—fastethernet—-wan>#

[no] dhcp - <command>Start DHCP client
[no] gateway - <command>Set default gateway
[no] ip - <command>Set WAN IP
[no] pppoe - <command>Enable/Disable PPPOE client
[no] qos - <command>Enable/Disable 802.1p QOS
show - <command>Show WAN interface
configuration
Ex: <config-fastethernet-wan>#ip —addr 202.112.241.100 - mask

255.255.255.0

MMI FILTER
Path: <config-mmifilter>#
Add: ---entry —start x.x.X. —end X.X.X.

Ex: <config-mmifilter>#entry —start 202.112.20.1 —end 202.112.20.255
Del ---no entry —start X.X.X.X
Ex: <config-mmifilter>#no entry —start 202.112.20.1

[no] entry - <command>Set IP filter table

modifyfilter - <command> modify mmifilter table
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show - <command>Show IP filter table
[no] start-filter - <command>Enable/Disable MMI IP filter

NAT

Path: <config-nat>#
[no] ftpalg - <command>Set NAT FTP application level gateway
[no] ipsecalg - <command>Set NAT IpSec application level gateway
[no] pptpalg - <command>Set NAT Pptp application level gateway
show - <command>Show current NAT state

[no] tcp-entry - <command>Set NAT TCP map table
[no] udp-entry - <command>Set NAT UDP map table

Add TCP tcp-entry—ip x.x.x.Xx—lanport xxx—wanport xxx
Ex: <config-nat>#tcp-entry —ip 192.168.1.5 —lanport 1720 —wanport 1000
Del TCP ---N0 entry —ip X.X.X.X —lanport xxx —wanport xxx

Ex: <config-nat>#no tcp-entry —ip 192.168.1.5 —lanport 5060 —wanport
1000

Add UDP ---udp—entry—ip X.X.X.x —lanport xxx —wanport xxx
Del UDP  ---no udp-entry —ip x.X.X.X —lanport xxx —wanport Xxx
Check NAT ---show

Port configuration

While input PORT under terminal config, the configuration will valid to all
ports, if input as PORT X, valid only to port X. Some parameter only valid to
some port, then PORT X is needed, otherwise, error report as “Error:
Missing parameter”.

Path: <config—port>#

[no] accept-relay - <command>Set accept relay mode

[no] calltransfer - <command>Enable/Disable call transfer

[no] callwaiting - <command>Enable/Disable call waiting

codec - <command>Set Codec

[no] fastcalling - <command>Set fastcalled number

handdown - <command>Hand down delay

[no] in-limit - <command>Set the number which will be not
accepted
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[no] input - <command>Set Input gain

[no] out-limit - <command>Set the number which can not be
dialed

[no] output - <command>Set Output gain

[no] ringvolume - <command> set ring volume

show - <command>Show port configuration

[no] shutdown - <command>Disable/Enable the port

signalmode - <command>Set signal mode

[no] threetalk - <command>Enable/Disable threetalk
QOS
Path: <config-qos>#

[no] 8021p - <command> set 802.1P Priority

[no] diffsevenable - <command> Enable/Disable DiffServ

[no] diffsevvalue - <command> set DiffServ Value

show - <command>Show QOS configuration

[no] vlanid - <command> Set VLAN ID

USER management
Path: <config—user>#

[no] entry - <command>add a user with given level
password - <command>Change password
show - Show all users

Other configuration except Config terminal

TIME

Path: <config-time>#

Manual time setting ---manualset —year xxx —month xxx —day xxx —hour
XXX —minute xxx —second xxx

Ex: <config-time>#manulset —year 2004 —-month 10 —day 1 —hour 8
—minitute 30 —second 0

manualset - <command>Manual set system time
print - <command>Print SNTP time
sntp - <node>Get current time by using SNTPUpdate
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Path: #

Via FTP ---update ftp —user xxx —password —ip x.X.x.x —file x.x.x

Ex: #update ftp —user abc —password 123 —ip 202.112.20.15 —file abc.dlIf
Via TFTP ---update tftp —ip x.x.x.x —file xxx

Via FTP uploading file ---upload ftd —user xxx —password XxxX —ip
X.X.X.X —file xxx

Via TFTP uploading file ---upload tftp —ip x.x.x.x —file xxx

Via FTP download file ---download ftp —user xxx —password Xxx —ip
X.X.X.X —file xxx

Via TFTP download file ---download tftp —ip x.x.x.x —file xxx

Other commands

Setting module debug message level ---debug all xxx
Setting MGR module debug message level ---debug MGR xxx
Setting SIP module debug message level ---debug sip xxx
Setting IAX2 module debug message level ---debug I1AX2 xxx
Remove module debug message level ---debug no all
Remove MGR module debug message level ---debug no MGR
Remove SIP module debug message level  ---debug no sip
Remove IAX2 module debug message level ---debug no IAX2
Reset to default ---setdefault

Reset all to default ---setdefault all

Check message of some module  ---show xxx

Update present password ---password

Telnet remote login ---telnet X.x.x.X

Use special Telent port ---telnet X.X.X.X —port xXxx
Telnet quit ---logout

save ---write

re-start ---reload

get help ---help

quit -—-exit

clear screen displa ---Clear

PING host ---ping X.X.X.X
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trace ---trancert X.X.X.X
If user has accounts of a certain SIP server and each account has different
password, then user should add each account and its corresponding
password to the account& password table.
|SIF‘ beocount |Passw0rd
1000 1000
Configure display of account & password list;
Click Add to add account and password, it is shown as the following figure:

Eeturn Submit

Configure additive passwords
Click submit to submit the configuration, click return to cancel the
configuration and return;

Delete l 1000 [+ |

Select accounts that you want to delete from the drop-down menu, click

delete. flodify l iy MLDad]

Select drop-down menu to select accounts that want to modify, click load to
load the configuration and then click modify to modify;

Accounts to be

1000 Modified, read-only;
Fet Submit
Passwords to be

modified;

Click submit to
submit, click return to cancel the modification and then return.
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